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Module 7: Memory Management

Reading: Chapter 8

To provide a detailed description of various
ways of organizing memory hardware.

To discuss various memory-management
techniques, including paging and
segmentation.




Contipuous
Backgfound Memory Allocation

Basic
Hardware

Address
Binding

Physical vs
Logical

Memory Management
Challenge:

To accommodate multiple processes in main memory...
= Allocate and deallocate the memory for them
» Make sure they do not corrupt each other’ s memory

= Make sure that all of this is done efficiently and
transparently

= Not concerned with how addresses are generated.
= Main requirements

= Relocation.

= Sharing.

= Allocation.

= Protection




Basic Hardware

= CPU accesses main memory for execution of instructions
= For protection base and limit registers are used to trap

illegal accesses to memory.

= Only OS allowed to change base and limit registers.

= All is done in hardware for efficiency.

base base + limit

address yes
CPU > <

no no

trap to operating system
monitor—addressing error

memory

Address Binding

When are addresses of instructions and data bound to
memory addresses?

= Compile time: Compiler generates absolute code
= Can run only from fixed memory location,
must recompile the code if the memory
location changes
= Load time: Compiler generates relocatable code,
loader sets the absolute memory references at
load time
= Once loaded, it cannot be moved

= Execution time: Binding is done in execution
time, needs hardware support (MMU, base and
limit registers)
= Can be relocated in run-time

= The most flexible, and the most commonly
used

= We will discuss how to efficiently implement
it, and what kind of hardware support is
needed

system
library

dynamicall
loaded
system
library
dynamic
linking

source
program

compiler or
assembler

object
module

linkage
editor

load
module

loader

in-memory
binary
memory
image

compile
time

load
time

executior
time (run
time)




Logical versus Physical Address Space

The crucial idea is to distinguish between a logical address
and a physical address

A physical address (absolute address) specifies a physical
location in the main memory

= These addresses occur on the address bus

A logical address (or virtual address) specifies a location in the
process (or program)

= This location is independent of the physical structure/
organization of main memory

= Compilers and assemblers produce code in which all
memory references are logical addresses

Relocation and other MM requirements can be satisfied by
clever mapping of logical to physical addresses

Logical and physical addresses are the same in compile-
time and load-time address-binding schemes;

Logical and physical addresses differ in execution-time
address-binding scheme

Simple Address Translation

= A relative address is an example of logical address

in which the address is expressed as a location
relative to some known point in the program (ex:
the beginning)

Program modules are loaded into the main
memory with all memory references in relative
form

Physical addresses are calculated “on the fly” as
the instructions are executed

For adequate performance, the translation from
relative to physical address must by done by
hardware




Translating1 logical addresses 2>

physical a

relocation
register
logical physical
address m address
CPU >+ > memory
346 \_/ 14346
MMU
MMU: memory management unit

dresses

Simple example of hardware translation of
addresses

When a process is assigned to the running state, a base
(also called relocation) register is loaded with the starting
physical address of the process

The limit (also called bounds) register is loaded with the
process’ s ending physical address (can also be the size of
the process).

A relative address is compared with the limit register, and if
it is OK, it is added to the base register to obtain the
physical address

This provides hardware protection: each process can only
access memory within its process image

Modifying base and limit registers is a privileged
instruction

If the program is relocated, the base register is set to the
new value and all references work as before




Dynamic address binding and checking

Relative address

Process Control Block
Base Register ]— ______________________

] -

|

|

: v Data

: Interrupt to

| operating system

b
Stack contains temporary data: function Stack
parameters, return addresses, local ——

rocess mmmge mn

variables.. main memory

Data: global variables

Dynamic Loading

= By default, a routine is not loaded

= |t is loaded only when it is called for the
first time

= Better memory-space utilization; unused
routine is never loaded

= Useful when large amounts of code are

needed to handle infrequently occurring
cases

= No special support from the operating
system is required, implemented
through program design




Dynamic Linking

* Linking postponed until execution time
= Small piece of code, stub, used to locate the
appropriate memory-resident library routine
= Stub replaces itself with the address of the
routine, and executes the routine
= Operating system needed to check if routine is
in processes’ memory address
= Dynamic linking is particularly useful for
libraries
= If the library is updated/fixed, the new version is

automatically loaded without the need to touch
the executable file

= Careful with library versions, forward/backward
compatibility...

Swapping

Run out of memory?
= Move process out of main memory
Where?
= Backing store — fast disk large enough to
accommodate copies of all memory images for
all users; must provide direct access to these
memory images
Modified versions of swapping are found on
many systems (i.e., UNIX, Linux, and Windows)
= Major part of swap time is transfer time; total
transfer time is directly proportional to the
amount of memory swapped
= Needs intelligent decisions, if serious swapping
starts, you can go for a coffee




Schematic View of Swapping

operating
system

user
space

main memory

—
AR 4

process P,

backing store

Address
Binding

Physical vs
Logical

Backgfound Memory
Basic Mapping
[Hardware and

Protcction

Memory
Allocation

Fragmentation




Contiguous Allocation

What do we mean by contiguous allocation?
= Each process occupies a contiguous block of
physical memory
Where is the OS kernel?
= usually held in low memory, together with the
interrupt vector
With contiguous allocation, a base and a limit
register are sufficient to describe the address
space of a process
Fixed Partitioning or Dynamic Partitioning can be
used

Hardware Support for Base/Relocation
and Limit Registers

limit relocation
register register

logical ) physical

address yes address
CPU < > > memor
A 4 .

no

y
trap: addressing error




M e m o g AI I o cat i o n : Operating System Operating System
d

Fixed Partitioning i

2M

= Partition main memory into i 4M

a set of non overlapping .
regions called .

= Partitions can be of equal 8M
or unequal sizes -

= any process whose size is o

less than or equal to a
partition size can be loaded
into the partition

8M

2M
8M

= if all partitions are
occupied, the operating
system can swap a process 8M
out of a partition

16 M

8M

Equal-size partitions Unequal-size partitions

Placement Algorithm with Partitions

= Equal-size partitions

= If there is an available partition, a process
can be loaded into that partition

- because all partitions are of equal size, it
does not matter which partition is used

= If all partitions are occupied by blocked
processes, choose one process to swap out
to make room for the new process

10



Placement Algorithm with Partitions -

unequal sizes

Operating
System

New 1T

Processes

New
Processes

Operating
System

LTI —

I —
T —
T —

T —»

JIIIITT—»

ITTIITT]—

Fixed Partitioning — Problems

= Main memory use is inefficient. Any
program, no matter how small, occupies an

entire partition. This is called

* Unequal-size partitions lessens these
problems but they still remain...

» Equal-size partitions was used in early
IBM’ s OS/MFT (Multiprogramming with a
Fixed number of Tasks)

11



Memory Allocation: Dynamic

Allocation
Idea: Forget partitions, put a new process into a large
enough hole of unused memory.
= The physical memory consists of allocated partitions

and holes — blocks of available memory between
already allocated.

= Initially, there is one huge hole containing all free

memory

= Operating system maintains information about:
a) allocated partitions b) free partitions (holes)

0Ss

process 5

process 8

process 2

0Ss

process 5

process 2

0Ss

process 5

process 9

process 2

0Ss

process 5

process 9

process 10

process 2

Dynamic Allocation: an example

Operating
System

(a)

= A hole of 64K is left after loading 3 processes:

128K

896K

Operating
System

Process 1

}32()[{

(b)

576K

Operating
System

Process 1

Process 2

(c)

320K

224K

352K

enough room for another process

Operating
System

Process 1

Process 2

Process 3

(d)

= Eventually each process is blocked. The OS
swaps out process 2 to bring in process 4

320K

224K

288K

64K

not




Dynamic Allocation: an example

Operating Operating Operating Operating
System System System System
Process 2
Process 1 320K Process 1 320K 320K
Process 4 128K Process 4 128K Process 4
224K
96K 96K
Process 3 288K Process 3 288K Process 3 288K Process 3
64K 64K 64K
(e) ® (g) (h)

= another hole of 96K is created

= Eventually each process is blocked. The OS

swaps out process 1 to bring in again process 2
and another hole of 96K is created...

224K

96K
128K
96K

288K

64K

Placement Algorithm in Dynamic
Allocation

How to satisfy a request of size n from a list of free holes?

First-fit: Allocate the first hole that is big
enough

Next-fit: Allocate the first hole that is big
enough, starting from the last allocated
partition

Best-fit: Allocate the smallest hole that is
big enough; must search entire list, unless
ordered by size. Produces the smallest
leftover hole.

Worst-fit: Allocate the largest hole; must
also search entire list. Produces the largest
leftover hole.

First-fit and best-fit better than worst-fit and next-fit in
terms of speed and storage utilization

13



8K 8K
12K First Fit 12K
22K
6K
Best Fit
Last 18K
allocated 2K
block (14K)
8K 8K
6K 6K
D Allocated block
14K D Free block 14K
Next Fit
36K
20K
(a) Before (b) After

Example Memory Configuration Before
and After Allocation of 16 Kbyte Block

Fragmentation

What happens after some time of allocation and deallocation?
= Plenty of small holes nobody can fit into

= External Fragmentation — total memory space exists to
satisfy a request, but it is not contiguous

= Reduce external fragmentation by compaction

= Shuffle memory contents to place all free memory
together in one large block

= Compaction is possible only if relocation is dynamic,
and address binding is done at execution time

What happens if we allocate more then requested?

= e.g. we allocate only in 1k blocks, or add the
remaining small hole to the process’ s partition

= Internal Fragmentation

14



Background Memory
Program
Mapping Segments

and
Protcction

Basic
Hardware

Segment
Table

Address
Binding

Memory
Allocation

Segmentation
Hardware— ]

Examplﬁ/\

Physical vs
Logical
Addressi

Fragmentation

Non-contiguous Allocation

OK, contiguous allocation seems natural,

but we have the fragmentation problem.

Also: how do we grow/shrink the address
space of a process?

Idea: If we can split the process into
several non-contiguous chunks, we
would not have these problems

Two principal approaches:

= Segmentation
= Paging
= Can be combined

15



Segmentation

= Memory-management scheme that supports
user view of memory

= A program is a collection of segments. A
segment is a logical unit such as:

main program,
procedure,

function,

method,

object,

global variables,
common block,
stack,

symbol table, arrays

User’ s View of a Program

subroutine stack

symbol
table

Sqrt

main
program

logical address

16



Logical View of Segmentation

user space physical memory space

Segmentation Architecture

= How do we logically address a memory location?

= Segment number + offset within segment:
<segment-number, offset>

= What information do we need to store in order to be able to
translate logical address into physical?

= For each segment:
- Start of the segment (base)
- Length of the segment (limit)
= Where do we store this information?
= Segment table
= What do we need to know about segment table?
= Where it starts? Segment-table base register (STBR)
= How long is it? Segment-table length register (STLR)
- segment number s is legal if s < STLR

17



Segmentation Architecture (Cont.)

= Relocation.
= dynamic
= change the base pointer in the segment table entry
= Sharing.
= shared segments
= same segment table entries
= Allocation.
= first fit/best fit
- external fragmentation
= Protection
= protection bits associated with each segment
= code sharing occurs at segment level

Segmentation Hardware

How to calculate physical address with segmentation?

s{
— limit | base |—
segment
table
CPU —>| S | d
Y v
Noes D) .
—$ A\
no
\ 4
trap; addressing error physical memory

18



Details on address translation (in
hardware).

B 16-bit logical address
4-1‘)it segmentj 12-bit offset

[o]ofo[1]ofo[1]o[1]1]1[1]0]0]0]0O]
\_,_——-\(-&K_—_——-—v—'“—_—/

Length Base l

0 [001011101110]0000010000000000|
1 [011110011110[0010000000100000—————P

Process segment table

v

v

In the program/code.

[o[o[L /o0 [Le]olo[1[0]eTol0]

o4
<

»
»

16-bit physical address

Stallings Final address

Example of Segmentation

subroutine stack
1400
segment 3 segment 0
2400
symbol
segment 0 table
limit | base
Sqrt segment 4 o[ 1000 | 1400
1| 400 | 6300 8200
main 2| 400 | 4300
program 3| 1100 | 3200 segment 3
41000 | 4700
segment table 4300
segment 1 segment 2 lsegment 2
4700
logical address space lsegment 4|
5700
6300
lsegment 1
6700
physical memory!




Sharing of Segments

editor

segment 0
43062

limit | base
0| 25286 | 43062 .
1| 4425 | 68348 editor

segment table
process P.
logical memory ! 68348

process P, 79773

data 1

segment 1

data 1

90003

editor data 2

98553

segment 0

data 2

segment 1

limit | base
025286 | 43062 physical memory
1| 8850 | 90003
segment table
process P,

logical memory
process P,

Segmentation and protection

= Each entry in the segment table contains
protection information
= Segment length
= User privileges on the segment: read, write,
execution.

- If at the moment of address translation, it is
found that the user does not have access
permissions = interruption

This info can vary from user to user (i.e.
process to process), for the same segment.

[imit base read, write, execute?

20



Discussion of simple segmentation

= Advantages: the unit of allocation is

= Smaller than the entire program/process

= A logical unit known by the programmer

= Segments can change place in memory

= Easy to protect and share the segments (in principle).
= Disadvantage: the problems of dynamic partitioning:

= External fragmentation has not been eliminated:
- Holes in memory, compression?
= Another solution is to try to simplify the mechanism by
using small units of allocation of equal size:

- PAGING

Segmentation versus pagination

* The problem with segmentation is that the
unit of allocation of memory (the segment)
is of variable length.

= Paging uses units of memory allocation of
fixed size, and eliminates this problem.

21



Conth
Background Memory

Program
: Segments Hardware
Basic Map[;lmg
[Hardware an .
Protcction Page
Segment Strudtures
Address M Table . .
Binding emo.ry Hierarchical
Allocation Segmentation Hashed
Physical vs Hardware— Inverted
Logical Fragmentation
Add
e Examples
Swapping

Segmentation
with paging

Paging

Divide physical memory into fixed-sized blocks called
Divide logical memory into blocks of the same size

To run a program of size n pages, we need to find n free
frames and assign them to the program

= Keep track of all free frames

= Set up a page table to translate logical to
physical addresses

What if the program’ s size is not exact multiple of a
page size?

= Internal fragmentation

= On average 50% of a page size per process
- don’ t want large page size

frames (size is power of 2, usually between 512 and 16M)

Hierarchical
called pages

Inverted

)

Page
Tables

Hardware

Page
Strugtures

Segmentation
with paging

22



Frame

Example of process loading

- Main memory Main memory Main memory Main memory
0 0 A0 0 A0 0 A0
1 1 Al 1 Al 1 Al
2 2 A2 2 A2 2 A2
3 3 A3 3 A3 3 A3
4 4 4 B.O 4 B.O
5 5 5 B.1 5 B.1
6 6 6 B2 6 B.2
7 7 7 7 C.0
8 8 8 8 C.1
9 9 9 9 C2
10 10 10 10 C3
11 11 11 11
12 12 12 12
13 13 13 13
14 14 14 14
(a) Fifteen Available Pages (b) Load Process A (b) Load Process B (d) Load Process C
= Now suppose that process B is
swapped out
Example of process loading (cont.)
= When process A and C Mai .
ain memory Main memory
are blocked, the pager 0 A0 0 A0
loads a new process D ! o ! Al
. . 2 A2 2 A2
consisting of 5 pages 3 A3 3 A3
4 4 D.0
= Process D does not : i D.1
. D.2
occupy a contiguous 7 0 7 o
ortion of memo 8 i 8 1
p ry 9 C2 92 C2
= There is no external n—= R
fragmentation 12 12 D4
13 13
= |nternal fragmentation " "

consist only of the last
page of each process

(e) Swap out B

(f) Load Process D

23



Page Tables

0 0 0| —

1 1 1] —

2102 2 —

33 Process B
Process A page table
page table

7
8
9
10
Process C
page table

(Y S YY)

4
S
6
11
12

Process D
page table

BN =O

Free frame
list

= The OS now needs to maintain a page table for
each process; page= logical memory block

= Each entry of a page table consist of the frame
(physical memory block) number where the

corresponding page is physically located

= The page table is indexed by the page number to
obtain the frame number

= A free frame list, available for pages, is maintained

Address Translation Scheme

= Address (logical) generated by CPU is

divided into:

= Page number (p) — used as an index into
a page table which contains number of
each frame in physical memory

= Page offset (d) — combined with frame
number, defines the physical memory
address that is sent over the address

bus

24



Address Translation in Paging

f
logical physical
address address | f0000 ... 0000
CPU *@j [F[d]
717 cee V111
p {
f
—— physical
memory
page table

Logical-to-Physical Address Translation in

Paging

16-bit logical address

v Vv

6-bit page # 10-bit offset

»e
r<

A A

[o]ofofoJof2]o[2]2[2]0]2]2]2]1]0]
e
l

Process
page table

o[000101
»1[000110
2[011001 l

—_—h oA
[ofoJo[1[1[oo[2[1[1]0[2[1[1[1]0]

< »

16-bit physical address

Note that the physical address is found using
a concatenation operation (remember that with
segmentation, an add operation is necessary)

Logical address =
Page# =1, Offset = 478

000001/0111011110

r

Page 0
A

Y
478

Page 1
A

Page 2

1

(page size = 1K)

——
Internal
fragmentation

25



Paging Example

0la 0
1]b
2|c
3|d
T4 e | 4 i
5| f j
of5]
6149 k
_71h | 1[6] |
8 | i 21 8 m
g
10| k 3[2 o
11 [SIEs page table p
12| m 12
13| n
14| 0
_150p |
Jlogical memory 16
20 | @
b
[}
d
24 | ©
f
9
h
28
physical memory|
free-frame list free-frame list
14 15
13 13 13 |page 1
18
20 14 14 lpage O
15
15 15
16 16
17 17
18 18 |page 2
19 19
20 20 |page 3
21 new-process page table 21
(a) (b)

26



PagHe

Implementation of Page Table

Where are page tables stored? Faging

Hardware

= Ideally — special fast registers on the CPU Page pa

Strugtures

= But page tables can be really huge —
* |n reality — in main memory twvted /T
- Page-table base register (PTBR) points to the '
page table i paging

= Page-table length register (PRLR) indicates the
page table size
= What happens on each memory reference?

= we have to read page table to figure out address
translation

= every data/instruction access requires two
memory accesses. One for the page table and
one for the data/instruction.

Implementation of Page Table

Two memory accesses per each memory reference
is too much!

What to do?

Idea: Cache page table entries

= special fast-lookup hardware cache called translation
look-aside buffer (TLB)
How does TLB work?

= associative memory — checks all entries in parallel
whether they contain a pair (page #, frame#) for the
needed page#

= If hit, we got the frame# and saved one memory
access

= If miss, still need to go the memory to look-up the
page table

27



Paging Hardware With TLB

logical
address

CcPU P

page frame
number number

TLB
u
TLB miss

TLB hit

physical
address

f

physical
memory

page table

Effective Access Time

= Associative Lookup = ¢ time units

= Assume memory cycle time is 1
microsecond

= Hit ratio — percentage of times that a page
number is found in the associative
registers; ratio related to number of
associative registers

= Hit ratio =«
= Effective Access Time (EAT)
EAT=(1+¢c)a+(2+¢)(1-0)
=2+ec—-q

28



Memory Protection

= We can associate several bits with each page

= read only/read-write

= valid-invalid
= these bits are stored for each entry of the page table

= Checking for accessing only process’ s memory
= If page table size is fixed so that it stores the whole

process’ s addressable memory
- valid-invalid bits

= If page table size corresponds to the memory the

process is really using

- Compare page# with page-table length register (PTLR)

Ta

VaLifI (v) or Invalid (i) Bit In A Page
e

00000

10,468
12,287

page 0

page 1

page 2

page 3

page 4

page 5

frame number\

/valid—invalid bit

O|O|O|N|I~lWIN

—l | | € | € | |

N o o 0N = O

0

page table

page O

3| page 1

page 2

page 3

page 4

page 5

page n

29



Shared Pages

= Shared code

= One copy of read-only (reentrant) code
shared among processes (i.e., text editors,
compilers, window systems).

= Private code and data

= Each process keeps a separate copy of
private code and data

Shared Pages Example

ed 1 0
ed?2 1| datat
ed3 E 2| data3
data 1 page table 3 [Eedi
for Py ed 1
process P, 4] ed?2
ed?2
5
ed3 n
6| eds
data 2 page table
for P, 7| data2
edil process P,
)
ed?2
9
ed3 n
0
data 3 page table
for Py
process Py

30



Page Table Structure

How big can a page table be?

- 32-bit address space, 4kb page -> 220 H

pages = 1M page entries!
- Better come-up with something smart!

= Hierarchical Paging
= Hashed Page Tables
* Inverted Page Tables

Hierarchical Page Tables

Idea: The page table itself is paged

= A simple technique is a two-level page
table:

= The outer page table entries point to the
pages of the real page table

= Sometimes (i.e. SPARC), three-level
page tables are used

31



Two-Level Paging Example

= A logical address (on 32-bit machine with 4K page
size) is divided into:
= a page number consisting of 20 bits
= a page offset consisting of 12 bits

= Since the page table is paged, the page number is
further divided into:
= a 10-bit page number
= a 10-bit page offset

* Thus, a logical address is as follows:

page number page offset

b P> d

10 10 12

where p; is an index into the outer page table, and p, is the
displacement within the page of the outer page table

Two-Level Page-Table Scheme

0

/

AR -
~ <

500

708 [~
\
0 708

outer page ™ 929
table . \ 900

900

page of 929
page table

page table

memory

32



Address-Translation Scheme

= Address-translation scheme for a two-level 32-
bit paging architecture

logical address

Py | P2 | d

X

>

=

outer page d
table {

page of
page table

= In the case of the two-level paging, the use of
the TLB becomes even more important to
reduce the multiple memory accesses to
calculate the physical address.

Hashed Page Tables

Assume the address space is 64 bits
How many level of page hierarchy would we need?
= With 4k pages we have 252 pages
= Assume 10 bits per level = 1K entries
= 5levels are not enough!
= (one page fits only 1k entries)
= That is not feasible, what can we do?
= The virtual page number is hashed into a page
table. This page table contains a chain of elements
hashing to the same location.

= Virtual page numbers are compared in this chain
searching for a match. If a match is found, the
corresponding physical frame is extracted.

33



Hashed Page Table

logical address

physical
address

B

hash physical
function lals] |‘T|p|r|u"' memory
hash table
We can have plenty of process.es... Main memory Main memory
... and each one of them has big page table. o A0 0 A0
processes may not fit into memory but page ;, ——=23 e
table entries are not removed 3 A3 3 A3
wasting memory on their page tables... : : B
and same page can be listed several times ¢ 6 D2
. 7 C.0 7 C.0
Idea: have only one entry for each physical i 8 o
frame of memory 9 c2 9 c2
. . 10 C3 10 C3
= Entry consists of the virtual address of |, 1 PR
the page stored in that real memory 12 12 D4
location, with information about the i: :j
process that owns that page
(e) Swap out B (f) Load Process D

34



Inverted Page Table

Now we need only one entry per physical frame,
not per each process’ s logical page
But how do we translate from page # to frame #?
= We have to search the inverted page table until
we find match for the page # and process ID
= That can be really slow....

= What to do?

- Use hash table to limit the search to one — or at
most a few — page-table entries

- Shared memory is a problem

Inverted Page Table Architecture

logical
address

physical

address :
i _ h |
CPU —>{pid| p [ d] | I @ %eﬁlg?y

}i

search l

e
o}
o

page table
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rasms

Page

Segmentation versus Pagination _

= Paging ol
= Not visible to the user

= . Page Fa
= Suffers from internal fragmentation (but only "2 framestrufures
per process) Hierarctca

Inverted

= Address translation is simple (uses concatenation) “_
= Segmentation
= Based on the user view

= Since segment is a logical unit for protection and
sharing, these functions easier with segmentation.

= Requires more expensive material for address
translation (requires addition).

= Fortunately segmentation and paging can be
combined.

= Divide segments into pages.

Segmentation
with paging

MULTICS Address Translation Scheme

Segment page entry contains pointer to the page table of that segment

logical address

segment | page—table
length base

segment table

STBR

memory

physical
address

page table for
segment s
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Intel 30386 Address Translation

Intel 30386 has segmentation with two level hierarchical paging

logical address ‘ selector ‘ offset ‘

descriptor table

segment descriptor +

linear address | directory |  page offset page frame

L physical address

page directory page table

directory entry —> page table entry

page directory
base register

Linux on Intel 80x86

= Uses minimal segmentation to keep memory
management implementation more portable

= Uses 6 segments:

Kernel code
Kernel data

User code (shared by all user processes, using
logical addresses)

User data (likewise shared)
Task-state (per-process hardware context)
LDT

= Uses 2 protection levels:

Kernel mode
User mode
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